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Abstract — Collaborative cloud computing (CCC) is a system in
which globally distributed cloud resources which belongs to
different organizations or people is collectively used to give
services. Attributable to the autonomous features of entities in
CCC, the problem of resource management and reputation
management ought to be collectively self-addressed so as to make
sure the successful deployment of Collaborative cloud
computing. However, these issues have typically been addressed
separately in previous research efforts, and simply combining
the two systems generates double overhead. Also, the previous
resource and reputation management methods are not efficient
or effective. By providing one name price to every node, the
strategies cannot mirror the name of node in providing differing
types of resources. By perpetually choosing the highest reputed
node, the strategy fails to take advantage of node name in
resource choice to totally and fairly utilize the resources in
system and to fulfill users’ various QoS demands. We propose a
Collaborative cloud computing platform which combines
resource and reputation management in an accord. This
platform incorporates five key innovations: reputation control,
integrated multifaceted resource, reputation management, multi-
QoSoriented resource selection, and price-assisted resource,. The
data collected from an online trading platform implies the
importance of multi-faceted reputation and the drawbacks of
highest-reputed node choice. Simulations and trace-driven
experiments on the real-world Planet Research Lab bed show
that this platform outperforms existing resource management
and reputation management systems in terms of QoS, potency
and effectiveness.

Index Terms — Cloud Computing; Security; Privacy; User
Revocation; Encryption; Policy Management.

1. INTRODUCTION

Cloud computing is a model for enabling ubiquitous,
convenient, on-demand network access to a shared pool of
configurable computing resources that can be rapidly
provisioned and released with minimal management effort.
Proponents claim that cloud computing allows companies to
avoid upfront infrastructure costs, and focus on projects that
differentiate their businesses instead of on infrastructure.
Proponents also claim that cloud computing allows
enterprises to get their applications up and running faster,
with improved manageability and less maintenance, and
enables IT to more rapidly adjust resources to meet
fluctuating and unpredictable business demand. Cloud
providers typically use a "pay as you go" model. This can lead
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to unexpectedly high charges if administrators do not adapt to
the cloud pricing model. The present availability of high-
capacity networks, low cost computers and storage devices as
well as the widespread adoption of hardware virtualization,
service oriented architecture, and autonomic and utility
computing have led to a growth in cloud computing.
Companies can scale up as computing needs increase and then
scale down again as demands decrease.

Cloud computing has now become a highly demanded service
or utility due to the advantages of high computing power,
cheap cost of services, high performance, scalability,
accessibility as well as availability. Cloud vendors are
experiencing growth rates of 50% per annum. But due to
being in a stage of infancy, it still has some pitfalls which
need to be given proper attention to make cloud computing
services more reliable and user friendly.
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Cloud computing is the result of the evolution and adoption of
existing technologies and paradigms. The goal of cloud
computing is to allow users to take benefit from all of these
technologies, without the need for deep knowledge about or
expertise with each one of them. The cloud aims to cut costs,
and helps the users focus on their core business instead of
being impeded by IT obstacles. The main enabling technology
for cloud computing is virtualization. Virtualization software
separates a physical computing device into one or more
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"virtual" devices, each of which can be easily used and
managed to perform computing tasks. With operating system—
level virtualization essentially creating a scalable system of
multiple independent computing devices, idle computing
resources can be allocated and used more efficiently.
Virtualization provides the agility required to speed up IT
operations, and reduces cost by increasing infrastructure
utilization. Autonomic computing automates the process
through which the user can provision resources on-demand.
By minimizing user involvement, automation speeds up the
process, reduces labor costs and reduces the possibility of
human errors. Users routinely face difficult business
problems.

Cloud computing adopts concepts from Service-oriented
Architecture (SOA) that can help the user break these
problems into services that can be integrated to provide a
solution. Cloud computing provides all of its resources as
services, and makes use of the well-established standards and
best practices gained in the domain of SOA to allow global
and easy access to cloud services in a standardized way. Such
metrics are at the core of the public cloud pay-per-use models.
In addition, measured services are an essential part of the
feedback loops in autonomic computing, allowing services to
scale on demand and to perform automatic failure recovery.
Cloud computing is a kind of grid computing; it has evolved
by addressing the QoS (quality of service) and reliability
problems. Cloud computing provides the tools and
technologies to build data/compute intensive parallel
applications with much more affordable prices compared to
traditional parallel computing techniques.

2. RELATED WORK

Cloud resource orchestration (i.e., resource provision,
configuration, utilization and decommission across a
distributed set of physical resources in clouds) has been
studied in recent years, these two issues have typically been
addressed separately. Simply building and combining
individual resMgt and repMgt systems in CCC will generate
doubled, prohibitively high overhead. Moreover, most
previous resMgt and repMgt approaches are not sufficiently
efficient or effective in the large-scale and dynamic
environment of CCC. Previous repMgt systems neglect
resource heterogeneity by assigning each node one reputation
value for providing all of its resources. In existing system
claim that node reputation is multi-faceted and should be
differentiated across multiple resources (e.g.,, CPU,
bandwidth, and memory). For example, a person trusts a
doctor for giving advice on medical issues but not on financial
issues. Similarly, a node that performs well for computing
services does not necessarily perform well for storage
services. Thus, previous repMgt systems are not effective
enough to provide correct guidance for trustworthy individual
resource selection. However there are some limitations.
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e Limitations
2.1. Limitations

e Due to the issues of resMgt and repMgt, this is not
efficient and trustworthy.

¢ Single-QoS-demand assumption.
3. PORPOSED MODELLING

In this paper, we propose an integrated resource/reputation
management platform, for collaborative cloud computing
(CCC). We introduce a CCC platform with harmoniously
integrated resource management and reputation management.
It can achieve enhanced and joint management of resources
and reputation across distributed resources in CCC. We
propose a comprehensive solution for storing and maintaining
log records in a server operating in a cloud based
environment.
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We address security and integrity issues not only just during
the log generation phase, but also during other stages in the
log management process, including log collection,
transmission, storage, and retrieval. The major contributions
of this paper are as follows. We propose architecture for the
various components of the system and develop cryptographic
protocols to address integrity and confidentiality issues with
storing, maintaining, and querying log records at the honest
but curious cloud provider and in transit.

4. RESULTS AND DISCUSSIONS

According to the importance of privacy in cloud-based
environments and due to the lack of efficient user revocation
process in clouds, a policy-based user revocation model was
presented in this paper to ensure the security of associated
cloud nodes after a user is revoked from a part of whole
system. According four main components are defined to
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define and manage security policies, to separate access and
revocation management processes, and to apply encryption
and reencryption policies after user revocation. This model
was evaluated with performance, security and competitive
analysis. According to the results, the reliability and
efficiency of the suggested schema was assured for
managing user revocation requests in cloud-based
environments.

TABLE L SECURITY ANALYSIS OF PROMOSED MODEL

Security Concern Classificaion ~ Solution Method

Access Requests after Revocation  Aceess Using Temporary Suspension Flag to transfer access requests of

affected users from Access Engine to Revocation Engine

Requests on the Run-Time Aceess Using Time-Stamps in both sides for checking the access requests
Security of Time-Stamps Aceess Using Hash-Function in both Time Stamps.
Secunty of Associated Nodes Palicy Calling Policies for cach associated node of auser revocation request from

Palicy Engine.

Security and Reliability of Policies ~ Policy Classification of Palicies to three main parts based on Prionity and Type

by Revocation Engine

Integrity of All Defined Policies ~ Application ~ Using Revoeation Flag to check all policies are applied or not.

Encryption and Re-Encryption Application  Using Check Point to schedule re-encryption methods based on defined

policies and to check whether all encryption policies are applied or not

Reliable Policy Update Application  Checking Policy Engine Database to ensure are necessary policies are
updated according to the ser revocation request.

Security of Nodes Application  Using Revocation Flag to check all policies arc applied or not. Also,
sending Revocation Confirmation Flag to associated cloud nodes after

suceessful Policy Appheation.

TABLEIL COMPETITIVE ANALYSIS OF PROPOSED MODEL

Objectives ABS E-ABS AGES Panda Proposed Model
Policy-Based No No No MNo Yes
Encryption & Re-Encryption Yes Yes Yes Yo Yes
Senarate Access Management No No No Yes Yes
(Group Access Management No No Yes No Yes
Temporary Suspension No No No No Yes
Revocation Flag No Yes No Yes Yes
Poliey Classification No No No MNo Yes
3 Level Revocafion No No No Mo Yes
Cloud-Hesed Yo Yes Yes Yes Yes

5. CONCLUSION

We proposed a complete system to securely outsource log
records to a cloud provider. We reviewed existing solutions
and identified problems in the current operating system based
logging services such as syslog and practical difficulties in
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some of the existing secure logging techniques. . In this work,
find out the challenges for a secure cloud based log
management service. The attackers use below three steps to
hack. First, the attacker can intercept any message sent over
the Internet. Second, the attacker can synthesize, replicate,
and replay messages in his possession. And Last The attacker
can be a legitimate participant of the network or can try to
impersonate legitimate hosts. We implement how to store
secure log file in cloud and that file we can change read,
write, delete, upload and download. We can implement AES
algorithm that uses for log monitor and log generator. We
then proposed a comprehensive scheme that addresses
security and integrity issues not just during the log generation
phase, but also during other stages in the log management
process, including log collection, transmission, storage and
retrieval. One of the unique challenges is the problem of log
privacy that arises when we outsourced log management to
the cloud. Log information in this case should not be casually
linkable or traceable to their sources during storage, retrieval
and deletion. We provided anonymous upload, retrieve and
delete protocols on log records in the cloud using the Tor
network. The protocols that we developed for this purpose
have potential for usage in many different areas including
anonymous publish-subscribe.
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